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1
Decision/action requested

It is proposed that the need for independent NAS keys for each NAS instance of 3GPP and non-3GPP accesses in 5G is discussed and agreed upon.
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Rationale

This document discusses the need for independent NAS keys for each NAS instance of 3GPP and non-3GPP accesses in 5G.
According to  clause 4.2.8.1 ofTS 23.501 v1.5.0,
"When a UE is connected via a NG-RAN and via a standalone non-3GPP access, multiple N1 instances shall exist for the UE i.e. there shall be one N1 instance over NG-RAN and one N1 instance over non-3GPP access.
A UE simultaneously connected to the same 5G Core Network of a PLMN over a 3GPP access and a non-3GPP access shall be served by a single AMF if the selected N3IWF is located in the same PLMN as the 3GPP acces"s.
Thus, multiple N1 instances shall exist for a UE (connected via both 3GPP and non-3GPP accesses) that is served by an AMF. 
Further, TS 23.501 clause 5.10.2.1 “Signalling Security” regarding Security Model for non-3GPP access states that,
"When a UE is connected via a NG-RAN and via a standalone non-3GPP accesses, the multiple N1 instances are secured using independent NAS security contexts, each created based on the security context in the corresponding SEAF (e.g. in the common AMF when the UE is served by the same AMF) derived from the UE authentication".
This makes it clear that multiple NAS instances, each with a separate NAS security context are maintained and used to provide security isolation among these N1 instances. Each of these NAS security contexts shall be created based on the security context in the corresponding SEAF derived from UE authentication.
Based on this, it is proposed that keys for providing encryption and integrity protection of N1 instances over non-3GPP access need to be used in order to provide security isolation among the multiple N1 instances. Without major modifications to the LTE security mechanisms, security isolation for multiple NAS connections over different access systems can be achieved by means of an access type differentiator parameter along with the algorithm identifiers.
In conclusion, NAS security for connections via 3GPP and non-3GPP accesses should be established independently using multiple NAS keys.

